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Abstract

In modern digital communication, protecting sensitive information during transmission has
become increasingly important. This project proposes a secure web-based messaging system
that supports encrypted communication and controlled file sharing with time-restricted access.
The platform encrypts messages and files before transmission so that only authenticated
recipients can retrieve the shared data through secure credentials such as tokens or passwords.
Unlike traditional file-sharing systems that store data permanently, the proposed platform
allows the sender to define the access duration for each shared file. After the specified time
limit expires, the file is automatically removed from the system to prevent long-term storage or
unauthorised reuse. The system also integrates security mechanisms that scan attachments,
links, and messages to detect potential malware or harmful content. If suspicious activity is
identified, access to the content is restricted to protect users. By integrating encryption,
temporary access control, automated file removal, and threat detection features, the proposed
solution enhances confidentiality and provides a safer environment for digital communication
and file exchange.
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I. INTRODUCTION

The widespread use of internet-based communication platforms
has made digital information sharing a routine activity in both
personal and professional environments. Despite their
convenience, many existing messaging and file-sharing services
provide limited security controls, which increases the risk of
unauthorized access, data leakage, and cyber threats. Sensitive
files are often stored for long periods,

making them vulnerable to misuse or unauthorized distribution.
To address these challenges, this project introduces a secure
messaging  website  designed to  support encrypted
communication and time-restricted file sharing. In this system,
all transmitted messages and files are encrypted to ensure that
only authorized recipients can access the shared information.
Authentication methods such as tokens or passwords are used to
verify the identity of users before granting access. A key feature
of the proposed platform 1is sender-controlled access
management. The sender can specify the duration for which a
file remains accessible to the receiver. Once the defined time
limit expires, the file is automatically deleted from the system,
preventing permanent storage and reducing the risk of
unauthorized reuse. By combining encryption techniques, time-
limited file access, automated deletion, and threat detection
mechanisms, the system aims to improve the security of digital
communication while ensuring better control over shared
information.

II. LITERATURE SURVEY

Previous research in secure communication systems primarily
focuses on techniques such as encryption, authentication
protocols, and secure data transmission methods to protect
digital information. Many studies highlight the use of hybrid
cryptographic approaches that combine symmetric and
asymmetric encryption to enhance both performance and
security. Other approaches explore technologies such as end-to-
end encryption, proxy re-encryption, blockchain-based
verification, and zero-trust security models to strengthen data
confidentiality and access management. Although these
technologies provide strong theoretical frameworks for secure
communication, most existing solutions concentrate on
infrastructure-level security or specific application

domains rather than practical user-oriented messaging systems.
In many cases, features such as temporary file availability,
sender-controlled access duration, and automatic deletion of
shared data are not sufficiently addressed. Furthermore, several
current messaging platforms lack integrated mechanisms to
identify malicious attachments or harmful links during the
communication process. Without such protection, users remain
vulnerable to malware distribution and phishing attacks.

These limitations highlight the need for a secure messaging
platform that not only applies strong encryption techniques but
also incorporates time-bound file access, automated expiration
of shared data, and built-in threat detection. The proposed
system attempts to address these challenges by providing a
comprehensive and user-focused secure messaging solution.
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III. MAJOR OBSERVATIONS

L.

The majority of existing secure messaging and file-sharing
systems primarily focus on encryption strength (AES,
RSA, ECC, TLS) without integrating application-layer
time-bound access enforcement or automated file lifecycle
management mechanisms. This results in systems that
ensure confidentiality but fail to control how long shared
content remains accessible. [1][5][9]1[10][12][24][26][30]
Current authentication mechanisms such as password-
based systems or OTP-based models operate independently
of content lifecycle control, failing to link identity
verification with sender-defined access duration and
automatic expiry policies. As a result, authentication
succeeds even when content should no longer be
accessible.

[4]181128]

Most secure file-sharing and cloud storage frameworks
provide persistent storage by design, lacking enforced
temporary access, automatic deletion, and receiver-side
access revocation once the defined time window expires.
This persistence increases the risk of unauthorized
retention and misuse of sensitive files.
[1][15][16][21][24]

Blockchain and decentralised storage approaches prioritise
immutability and data integrity but inherently conflict with
temporary, revocable, and auto-expiring file-sharing
requirements needed in controlled messaging systems.
Their permanent ledger design makes controlled deletion
technically challenging.

[16]122][23]129]

End-to-end encrypted messaging platforms ensure
confidentiality in transit but do not incorporate sender-
controlled monitoring, real-time access duration tracking,
or automatic post-expiry restriction mechanisms.
Consequently, senders lose control once the message is
delivered.

[S1191112]126]

Existing attribute-based and revocable cryptographic
systems implement policy-driven revocation but do not
enforce deterministic time-based expiry integrated directly
with user sessions and access tokens. Revocation often
depends on administrative intervention rather than
automated expiry.

[18]21]

Most research focuses on securing transmission layers
using TLS and secure socket protocols, while application-
layer lifecycle enforcement, expiry blocking, and secure
deletion remain underdeveloped. This creates a security
gap between transport protection and actual content
control.

[131[271[30]

8. Malware and phishing detection are rarely integrated
directly into secure messaging architectures, leaving
encrypted communication systems vulnerable to malicious
file or link propagation. Encryption alone does not prevent
the distribution of harmful payloads. [20][25]

9. Storage-centric security models emphasize encryption at
rest but overlook wuser-centric temporary sharing
workflows, sender-defined control, and prevention of
unauthorized retention. These systems prioritize data
protection but not controlled accessibility.

[11[15][24]

Existing secure communication systems rarely integrate

encryption, OTP authentication, time-bound access, automatic

expiry, sender monitoring, malware scanning, and audit logging
into a unified lightweight web-based architecture. Most

solutions address these features in isolation rather than as a

combined framework. [4][12][21]][26][28]

IV. PROPOSED METHODOLOGY
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The proposed system architecture follows a layered secure
communication and protected file-sharing design to ensure
confidential data exchange, controlled access, encryption
enforcement, and audit-ready traceability across all operations.

1. User Layer

The User Layer represents the external entities interacting with
the system, such as organizational staff, emergency response
teams, law enforcement agencies, NGOs, or other authorized
users. This layer initiates communication and file-sharing
requests through a secure interface. All user actions, including
sending messages, uploading files, and accessing shared
content, are routed through secure channels and are subject to
strict authentication and authorization policies enforced by
lower layers.
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2. Web Interface / API Layer

The Web Interface / API Layer acts as the entry point into the
system. It contains the Secure Messaging Module, which
manages user communication, file uploads, secure link
generation, and interaction with backend services. This layer
ensures that all incoming and outgoing requests are transmitted
securely using HTTPS and token-based mechanisms. It
integrates authentication standards such as OAuth 2.0, JSON
Web Tokens (JWT), and Role-Based Access Control (RBAC)
to enforce identity verification before granting access to
backend services.

3. Backend Layer

The Backend Layer forms the core of the system’s security
architecture and enforces encryption, access control, and
lifecycle management of shared files.

3.1 Authentication & Authorization Module

This module verifies user identities and assigns access
privileges based on predefined roles. It ensures that only
authenticated users can send, receive, or access shared files.
Techniques such as Diffie-Hellman key exchange and Perfect
Forward Secrecy strengthen session security.

3.2 End-to-End Encryption

All messages and files are protected using strong cryptographic
algorithms such as AES-256 for symmetric encryption and
RSA-2048 or ECC for key exchange. End-to-end encryption
ensures that only the sender and intended recipient can decrypt
and access the content, preventing interception or unauthorized
disclosure.

3.3 Time-Bound File Sharing Module

This module allows the sender to define a specific access
window for shared files. Access is granted only within the
defined duration using mechanisms such as Time-Based Access
Control (TBAC) and secure token expiration policies.

3.4 Auto File Expiry and Revocation

Once the access period expires, the system automatically
revokes permissions and deletes the file from accessible
storage. Expired links are permanently disabled, preventing
further access attempts.

3.5 User-Specific Secure Storage Module

Temporary, encrypted storage is allocated for each user session.
Files are encrypted before being stored, and access is strictly
limited to authorized users. No permanent personal storage is
provided for recipients.

3.6 Secure Link Sharing and Key Management

Secure link generation is tightly coupled with cryptographic key
management. Public Key Infrastructure (PKI), Hardware
Security Modules (HSM), and secure key rotation policies
ensure that encryption keys remain protected and periodically
refreshed to prevent compromise.

4. Key Management System / Service

The Key Management System centrally manages cryptographic
keys used for encryption and decryption. It ensures secure key
generation, distribution, rotation, and revocation. By isolating
key management from application logic, the system enhances
overall cryptographic security and resilience.

5. Database / Storage Layer

The Database and Storage Layer provide secure, encrypted
cloud storage for messages and shared files. Access to storage
resources is controlled through Access Control Lists (ACLs)
and encrypted file storage mechanisms. The encrypted data
flow ensures confidentiality throughout the storage lifecycle.

6. Audit and Logging Module

The Audit and Logging Module continuously monitors system
activities. It supports Security Information and Event
Management (SIEM) logging, integrity monitoring, tamper
detection. All file access attempts, successful or. failed
authentication events, and suspicious behaviours are logged for
accountability and forensic analysis. This module enhances
transparency and supports regulatory compliance.

7. Integrated Cybersecurity Techniques

The diagram also highlights supporting

mechanisms applied across layers, including:

e TLS 1.3 and HTTPS for secure transmission

e Perfect Forward Secrecy for session protection

e Malware detection APIs and URL reputation checks for
threat prevention

e Encrypted file storage with time-based access control

e Public Key Infrastructure and secure key rotation

cybersecurity

Together, these mechanisms ensure confidentiality,
integrity, availability, and controlled data lifecycle
management.

8. Encrypted Data Flow

The entire architecture operates under a continuous encrypted
data flow, meaning that data remains encrypted during
transmission, processing, and storage. From the user interface
to backend processing and final storage, encryption is enforced
at every stage, minimizing exposure risk and preventing
unauthorized access.
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V. RESULT AND DISCUSSION

User Layer

(Organization Staff, Burn Teams,
Law Enforcement, NGO, etc.)

Web Interface / API Layer\

Secure Messaging Module

Backend Layer 4

—» Authentication & Authorization Module

r- End-to-End Encryption a
,| Time-Defined File Sharing Module

Auto File Expiry Revocation

l

—»| User-Specific Secure Storage Module

!

 Secure Link Share/ Key Management —— |
I

Corresponding Cybersecurity
Algorithms & Techniques

« OAuth 2.0, JWT, RBAC
- Diffie-Hellman Key Exchange
« Perfect Forward Secrecy

+ AES-256, RSA-2048 / ECC,
Exchatroll, MFA

+ Data Transmission
TLS 1.3, HTTPS, Secure Sockets

+ Encrypted File Storage,
Time Based Access Control
(TBAC), Secure Token Expon

+ EncryplLE & URL Scarage
Access Control Lists (ACL)

+ URL Reputation Sits Check,
Malware Details AP,
Sandbox Analyze API

« Public Key Infrastructure (PKI),

Hardware Security Modl (HSM),

Secure Key Rotation

v
Key Management System / Service §8 ©--f--- - » ENCRYPTED DATA FLOW

Database / Storage Layer

sl Secure Database / Cloud Storage
B (Allocated Drive Space, Encrypted File Shage Storage)

l » ENCRYPTED DATA FLOW +
(5 Audit & Logging Module

* SIEM Logging, Integrity Monitoring, Tamper-Proof / Tamper-Detection
Tracking

1. A layered secure messaging architecture has been
implemented that integrates encryption, authentication,
time-bound access control, and lifecycle enforcement into
a unified web-based platform.

2. Sender-defined time window functionality is introduced,
enabling controlled and temporary file access strictly
limited to a predefined validity period.

3. An automatic file expiry and revocation mechanism is
implemented to permanently block access and securely
delete files once the access duration expires.

4. Token-based authentication and secure password
validation are integrated with time-bound access
enforcement, preventing unauthorized access after the
defined expiry period.

5. Receiver-side access control is strengthened by eliminating
permanent personal storage and restricting content
availability to temporary encrypted sessions only.

6. A secure link generation and key management framework
is introduced, incorporating encrypted key exchange and
controlled key management policies.

7. Built-in malware and phishing detection mechanisms are
implemented, including file scanning and URL reputation
analysis before content access is granted.

8. Continuous encrypted data flow is enforced across
transmission, processing, and storage layers using strong
cryptographic standards.

9. Comprehensive audit logging and traceability mechanisms
are integrated to record access attempts, expiry events, and
suspicious behaviours for accountability.

10. The system is designed as a lightweight, privacy-first
secure messaging web application that prioritizes

controlled sharing, minimal data retention, and strong

lifecycle enforcement over persistent storage models.
The proposed secure messaging system with time-bound
encrypted file sharing was evaluated through controlled
functional scenarios inspired by prior works on secure file
sharing, authentication, encrypted messaging, and threat
analysis. Evaluation scenarios included authenticated access,
unauthorized access attempts, expired file access, repeated
access after expiry, and interaction with potentially malicious
files. Experimental observations indicate that enforcing
encryption prior to transmission, combined with token-based
authentication and password validation, effectively prevents
unauthorized access, consistent with findings in secure file-
sharing and authentication studies [4], [8], [27].
Time-bound access control and automatic file expiry
successfully restricted access beyond the sender-defined
validity window, addressing a major limitation identified across
existing encrypted messaging and cloud-sharing systems [1],
[2], [12], [19]. Once the expiry time elapsed, files became
permanently inaccessible, even if access credentials were
previously valid. This behaviour directly mitigates prolonged or
unauthorized data retention, a gap repeatedly noted in prior
literature.
Malware and threat scanning performed prior to file access
ensured that potentially malicious content was blocked before
delivery, addressing security risks highlighted in user behaviour
and modded messaging studies [20]. Unlike several prior
systems that focus solely on encryption or transport security
[24], [30], the proposed system enforces application-layer
security by combining access control, expiry enforcement, and
content validation. Overall, the results demonstrate that
integrating time-bound access, strong authentication, and threat
detection significantly enhances secure messaging reliability
and user trust without relying on complex cryptographic
frameworks or Al-based misinformation detection.
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VI. CONCLUSION

The Secure Messaging Website with Time-Bound Encrypted
File Sharing presented in this work addresses critical security
and privacy challenges commonly observed in modern
messaging and file-sharing platforms. By integrating encryption
prior to transmission, strong authentication mechanisms such as
secure tokens, passwords, and one-time passwords, and strict
access control policies, the system ensures that only authorized
users can access shared messages and files. The introduction of
time-bound access and automatic file expiry -effectively
prevents prolonged or unauthorized data retention, which is a
major limitation in many existing secure communication
systems.

The proposed solution emphasizes sender-controlled access by
allowing users to define precise validity periods for shared
content and by enforcing permanent access revocation once the
expiry condition is met. This approach significantly reduces the
risk of data misuse, leakage, or unintended redistribution.
Unlike traditional secure messaging platforms that rely solely
on encryption, the system enforces application-layer controls
that govern the entire lifecycle of shared content, from upload
and access to automatic deletion.

By scanning files, messages, and embedded links before
granting access, the system mitigates risks associated with
malicious content, phishing attacks, and unsafe file sharing.
This proactive security measure addresses real-world Overall,
the proposed system demonstrates that combining encryption,
strong authentication, time-bound access control, and threat
detection can provide a practical and effective solution for
secure messaging and controlled file sharing. The architecture
remains lightweight, user-centric, and deployable without
reliance on complex cryptographic frameworks or heavy
infrastructure. As a result, this work contributes a robust
foundation for secure digital communication and establishes a

clear pathway for future enhancements such as mobile platform
support and advanced access control mechanisms.
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